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Ziua Europeana a Protectiei Datelor

Sdrbdtorirea Zilei Europene a Protectiei
Datelor a fost stabilitd de cdtre Comitetul de
Ministri al Consiliului Europei pe data de 28
lanuarie a fiecdruian.

Aceastd datd corespunde aniversdrii
adoptdrii, la Strashourg, a Conventiei nr. 108
pentru protectia persoanelor cu privire la
prelucrarea automatd a datelor cu caracter
personal - act normativ ce reprezintd
fundamentul in asigurarea protectiei datelor cu
caracter personal lanivel european.

Printre cele mai importante reglementdri
de impact in domeniul protectiei datelor personale,
amintim:

- Declaratia universald a drepturilor
omului, adoptatd de Organizatia Natiunilor
Unite, a stabilit, incd din 1948, o recunoastere a
dreptului la viatd privatd, prin art. 12 care
statueazd cd “Nimeni nu va fi supus la imixtiuni
arbitrare in viata sa personald, in familia sa, in
domiciliul sau in corespondenta sa, nici la atingeri
aduse onoarei si reputatiei sale. Orice persoand are
dreptul la protectia legii impotriva unor asemenea
imixtiuni sau atingeri.”

- Pactul international cu privire la
drepturile civile si politice al Organizatiei
Natiunilor Unite stabileste, prin art. 17, dreptul
persoanei de a fi ocrotitd impotriva unor imixtiuni

sau atingeri ale vietii sale private.
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- Ghidul privind protectia vietii private si
fluxurile transfrontaliere de date cu caracter
personal, adoptat de Organizatia pentru
Cooperare §i Dezvoltare Economicd, contine
principii de bune practici in prelucrarea datelor cu
caracter personal.

- Conventia europeand pentru apdrarea
drepturilor omului si a libertdtilor fundamentale,
adoptatd de Consiliul Europei, consacrd dreptul
oricdrei persoane fizice la respectarea vietii sale
private si de familie, a domiciliului si a
corespondentei. Afectarea acestui drept de cdtre
autoritdtile publice nu este permisd decat in mod
exceptional, atunci cand este previzutd prin lege si
cdnd reprezintd o mdsurd necesard pentru a
proteja siguranta publicd, securitatea nationald,
bundstarea economicd a tdrii, apdrarea ordinii si
prevenirea faptelor penale, protectia sdndtdtii, a
moralei, a drepturilor si libertdtilor altora, intr-o
societate democraticd. Acest document este
considerat un instrument esential pentru
protejarea dreptului la viatd privatd.

- Conventia nr. 108 pentru protejarea
persoanelor fatd de prelucrarea automatizatd a
datelor cu caracter personal, adoptatd de Consiliul
Europei la Strasbourg, pe data de 28 ianuarie
1981, a constituit punctul de plecare pentru
reglementdrile din domeniul protectiei datelor cu

caracter personal si se bazeazd pe doud principii
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fundamentale: libertatea utilizdrii acestor date,
precum si respectarea drepturilor persoanelor
cdrora le apartin datele in cauzd. Conventia
Consiliului Europei nr. 108/1981 defineste o serie
de principii de bazd universal recunoscute privind
exactitatea, corectitudinea si finalitatea utilizdrii
datelor personale, ce vor fi reluate ulterior in
reglementdrile nationale in domeniu, stabilind in
acelasi timp standarde cu fortdjuridicd obligatorie.
Aceastd reglementare europeand oferd o platformd
pentru cooperarea multilaterald a statelor care au
ratificat-o, iar dispozitiile sale si ale Protocoalelor
aditionale ale acesteia fac parte din dreptul intern,
avdnd prioritate fatd de legile nationale, in
materia drepturilor omului.

- Recomandarea (83)10 cu privire la
protectia datelor cu caracter personal utilizate in
scopuri de cercetdri stiintifice si statistice,
adoptatd de Comitetul de Ministri al Consiliului
Europei, statueazd faptul cd respectarea vietii
private se impune in derularea oricdrui proiect de
cercetare in cadrul cdruia se prelucreazd date cu
caracter personal.

- Recomandarea (87)15 cu privire la
reglementarea prelucrarea datelor cu caracter
personal in sectorul politienesc, adoptatd de
Comitetul de Ministri al Consiliului Europei,
stabileste principiile de utilizare a datelor cu
caracter personal raportat la specificul activitdtii
desfdsurate de politie, derogdrile necesare i

limitele acestora, precum si rolul de control al
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autoritdtilor nationale de protectie a datelor cu
caracter personal.

- Recomandarea (89)2 privind
prelucrarea datelor cu caracter personal utilizate in
scopul angajdrii, adoptatd de Comitetul de
Ministri al Consiliului Europei, subliniazd cd viatq
privatd si demnitatea umand a angajatilor trebuie
sd fie respectate atunci cdnd se colecteazd si se
utilizeazd datele cu caracter personal in scopul
angajdrii, pundndu-se un accent special pe
importanta informdrii si consultdrii salarigtilor de
cdtre angajator.

- Recomandarea (97)5 privind protectia
datelor medicale, adoptatd de Comitetul de
Ministri al Consiliului Europei, prevede reguli de
colectare, stocare si transmitere a datelor medicale,
statudnd necesitatea garantdrii dreptului la viatd
privatd in prelucrarea acestora.

- Rezolutia 1165 (1998) privind dreptul
la viatd privatd, adoptatd de Adunarea
Parlamentard a Consiliului Europei, reafirmd
importanta dreptului fiecdrei persoane la viata
privatd, precum si a dreptului la libertatea de
exprimare, ca valori fundamentale pentru o
societate democraticd.

- Recomandarea (99)5 pentru protectia
vietii private pe internet, adoptatd de Comitetul de
Ministri al Consiliului Europei, contine o serie de
principii de prelucrare adecvatd destinate

utilizatorilor si furnizorilor de servicii de internet.
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- Tratatul privind Functionarea Uniunii
Europene contine prevederi privind protectia
datelor cu caracter personal (art. 16 B), stipuldand
cd orice persoand are dreptul la protectia datelor cu
caracter personal care o privesc si cd respectarea
normelor in domeniul protectiei datelor se supune
controlului unei autoritdti independente. Astfel,
dreptul la protectia datelor cu caracter personal se
ridicd la nivel de drept fundamental, dandu-se
efect Cartei Drepturilor Fundamentale a Uniunii
Europene.

- Carta Drepturilor Fundamentale a
Uniunii Europene dobdndeste valoare juridicd
egald cu cea a tratatelor, in temeiul art. 6 alin. 1 din
Tratatul privind Functionarea Uniunii Europene.
Carta Drepturilor Fundamentale a Uniunii
Europene constituie sursa recunoasterii dreptului
la protectia datelor cu caracter personal, pe care il
diferentiazd de traditionalul respect pentru viata
privatd si de familie, statuat de prevederile art. 7,
in cuprinsul capitolului ,Libertdti” al acesteia. Prin
prevederile exprese ale art. 8 din Carta Drepturilor
Fundamentale a Uniunii Europene, dreptul la
protectia datelor cu caracter personal se
contureazd ca un drept distinct si autonom, iar ca
efect al adoptdrii Tratatului de la Lisabona

dobandeste statut de drept fundamental la nivelul

Uniunii Europene. Tot prin aceeasi reglementare
este consacrat si rolul de control al unei autoritdti
independente la nivel national.

- Directiva 95/46/EC privind protectia
persoanelor fizice cu privire la prelucrarea datelor
cu caracter personal si libera circulatie a acestor
date a fost adoptatd de Parlamentul European §i
Consiliu, la data de 24 octombrie 1995, si
stabileste in mod exhaustiv, regulile de utilizare a
datelor cu caracter personal. Acest act eurgpean
statueazd reguli si principii de bazd referitoare la
colectarea de date cu caracter personal numai
pentru motive specifice, explicite-si legitime, la
pdstrarea datelor actualizate si numai atat timp
cdt acestea sunt relevante pentru scopurile
stabilite. Aceastd directivd impune, de asemenea,
ca fiecare stat sd infiinteze si sd garanteze
functionarea unei autoritdti nationale
independente de supraveghere, cu competente de
control asupra operatorilor din domeniul public si
privat.

- Conventia de Aplicare a Acordului
Schengen din 14 iunie 1985 privind eliminarea
graduald a controalelor la frontierele comune,
adoptatd la data de 19 iunie 1990, stabileste
conditiile circulatiei persoanelor si cooperarea

autoritdtilor in spatiul Schengen.
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- Directiva 2002/58/EC privind
prelucrarea datelor personale si protejarea
confidentialitdtii in sectorul comunicatiilor
publice, adoptatd de Parlamentul European si
Consiliu, urmdreste respectarea drepturilor
persoanelor fizice si a intereselor legitime ale
persoanelor juridice, in calitate de abonati ai
serviciilor de comunicatii electronice, venind in
completareaprevederilor Directivei 95/46/EC.

- Decizia 2007/533/JHA a Consiliului
privind infiintarea, functionarea si utilizarea
Sistemului Informatic Schengen de a doua
generatie (SIS II) constituie cadrul legal necesar
pentru functionarea acestui sistem, iar prevederile
sale inlocuiesc dispozitiile art. 92-119 din
Conventia de Aplicare a Acordului Schengen, cu
exceptiaart. 102 A.

- Regulamentul nr. 767/2008 al
Parlamentului European si Consiliului privind
Sistemul de informatii privind vizele si schimbul
de date intre statele membre cu privire la vizele de
scurtd sedere defineste obiectivul si
functionalitdtile si responsabilitdtile pentru
Sistemul de informatii privind vizele, precum si
procedurile pentru schimbul de date privind vizele
intre statele membre ale Uniunii Europene si tdrile
asociate care aplicd politica comund in materie de
vize.

- Decizia-Cadru 2008/977/JAI a

Consiliului privind protectia datelor cu caracter
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personal prelucrate in cadrul cooperdrii politienesti
si judiciare in materie penald constituie
reglementarea al cdrei domeniu de aplicare se
limiteazd la prelucrarea datelor cu caracter
personal transmise sau puse la dispozitie intre
statele membre ale Uniunii Europene, in scopul
prevenirii, cercetdrii, descoperirii sau urmdririi
penale a infractiunilor ori al executdrii pedepselor.

- Directiva 2009/136/CE a
Parlamentului European si a Consiliului de
modificare a Directivei 2002/22/CE privind
serviciul universal si drepturile utilizatorilor cu
privire la retelele si serviciile.de comunicatii
electronice, a Directivei 2002/58/CE privind
prelucrarea datelor personale si protejarea
confidentialitatii in sectorul comunicatiilor publice
si a Regulamentului (CE) nr. 2006/2004 privind
cooperarea dintre autoritdtile nationale
insdrcinate sd asigure aplicarea legislatiei in
materie de protectie a consumatorului reprezintd
actul normativ prin care Comisia Europeand a
finalizat procedura de revizuire a cadrului
european in domeniul comunicatiilor electronice.
Unul dintre principalele obiective ale acestei
directive este promovarea intereselor utilizatorilor,
prin asigurarea unui inalt nivel de protectie a
datelor cu caracter personal si a vietii private si
prin asigurarea integritdtii si securitdtii retelelor si

serviciilor de comunicatii electronice.
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- Decizia nr. 371/2009/JAI a Consiliului
de infiintare a Oficiului European de Politie
stabileste sfera de competentd, sarcinile si regulile
ce guverneazd activitatea Europol, inclusiv
conditiile de prelucrare a datelor cu caracter
personal.

- Constitutia Romdniei - art. 26 a statuat
dreptul la viatd intimd, familiald si privatd, in
capitolul Drepturi si libertdti fundamentale,
prevdzdnd cd “Autoritdtile publice respectd si
ocrotesc viata intimd, familiald si privatd.
Persoana fizicd are dreptul s dispund de ea insdsi,
dacd nu incalcd drepturile si libertdtile altora,
ordinea publicd sau bunele moravuri.” Aflat in
corelare cu principiul libertdtii individuale (art.
21), dreptul la viatd privatd este abordat
constitutional in strdnsd legdturd cu principiul
inviolabilitdtii domiciliului (art. 27) si al secretului
corespondentei (art. 28).

- Legea nr. 677/2001 pentru protectia
persoanelor cu privire la prelucrarea datelor cu
caracter personal si libera circulatie a acestor date,
cu modificdrile si completdrile ulterioare, a
reglementat in plan national, in strdansad
consonantd cu dispozitiile Directivei 95/46/EC,
regulile generale si speciale de colectare, stocare si
utilizare a datelor cu caracter personal. Acest act
normativ constituie nucleul unui sistem normativ,
aflat in plin dinamism, consacrat protectiei vietii
private si, implicit, protectiei datelor cu caracter

personal.
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- Legea nr. 682/2001 privind ratificarea
Conventiei pentru protejarea persoanelor fatd de
prelucrarea automatizatd a datelor cu caracter
personal, adoptatd la Strasbourg la 28 ianuarie
1981, care contine trei declaratii raportate la sfera
de aplicabilitate statuatd prin prevederile art. 3 ale
Conventiei. Astfel, legiuitorul romdn a ales sd
extindd sfera de aplicare a Conventiei 108/1981 si
asupra prelucrdrilor neautomate, asupra
prelucrdrilor de date cu caracter personal efectuate
de asociatii, fundatii sau organizatii. In/acelasi
timp, au fost excluse din domeniul de aplicare al
Conventiei prelucrdrile efectuate in cadrul
activitatilor din domeniul apdrdrii nationale si
sigurantei nationale, precum si prelucrdrile
efectuate de cdtre persoanele fizice exclusiv pentru
uzul lor personal, dacd datele in cauzd nu sunt
dezvaluite.

- Legea nr. 506/2004 privind protectia
vietii private in domeniul comunicatiilor
electronice a urmdrit stabilirea unor conditii
specifice aplicabile furnizorilor de retele publice de
comunicatii electronice si furnizorilor de servicii de
comunicatii electronice destinate publicului,
precum si furnizorilor de registre ale abonatilor
care prelucreazd date cu caracter personal, in

cadrul activitdtii lor comerciale.
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- Legea nr. 102/2005 privind infiintarea,
organizarea si functionarea Autoritdtii Nationale
de Supraveghere a Prelucrdrii Datelor cu Caracter
Personal, cumodificdrile si completdrile ulterioare,
a stabilit crearea unei autoritdti nationale
independente si autonome de protectie a datelor cu
caracter personal, atributiile si parghiile acesteia
de actiune. In acelasi timp, s-au adus anumite
modificdri prevederilor Legii nr. 677/2001, in
sensul includerii referirilor exprese la Autoritatea
Nationald de Supraveghere a Prelucrdrii Datelor
cu Caracter Personal.

- Legea nr. 238/2009 privind
reglementarea prelucrdrii datelor cu caracter
personal de cdtre structurile/unitdtile
Ministerului Administratiei si Internelor in
activitdtile de prevenire, cercetare si combatere a
infractiunilor, precum si de mentinere si asigurare
a ordinii publice, republicatd, a stabilit reguli
specifice de utilizare a datelor cu caracter personal,
avand ca punct de plecare Recomandarea (87)15 a
Comitetului de Ministri al Consiliului Europei.

- Legea nr. 141/2010 privind infiintarea,
organizarea si functionarea Sistemului Informatic
National de Semnaldri si participarea Romdniei la
Sistemul de Informatii Schengen.

- Legea nr. 271/2010 pentru infiintarea,
organizarea si functionarea Sistemului national de

informatii privind vizele si participarea Romdniei
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la Sistemul de informatii privind vizele.

- Codul civil cuprinde o sectiune dedicatd
respectdrii vietii private si a demnitdtii persoanei
umane. Astfel, orice persoand are dreptul la
respectarea vietii sale private, nimeni neputdnd fi
supus vreunor imixtiuni in viata intimd, personald
sau de familie, nici in domiciliul, resedinta sau
corespondenta sa, fird consimtamantul sdu. In
acelasi timp, se prevede regula generald cd orice
prelucrare de date personale se realizeazd numai in
cazurile siin conditiile legii speciale.

- O.UG. nr. 13/2012 pentru modificarea
si completarea Legii nr. 506/2004 privind
protectia vietii private in domeniul comunicatiilor
electronice, aprobatd prin Legea nr. 189/2012, a
izvordt din necesitatea transpunerii dispozitiilor
Directivei 2009/136/EC. Unul din principalele
elemente de noutate stabilite prin acest act
normativ este instituirea obligatiei furnizorilor de
servicii de comunicatii electronice de a notifica,
fard intdrziere, Autoritatea Nationald de
Supraveghere a Prelucrdrii Datelor cu Caracter
Personal in cazul aparitiei unei incdlcdri a
securitdtii datelor cu caracter personal.

Efect al Tratatului de la Lisabona, dreptul
la protectia datelor personale a fost recunoscut ca

drept fundamental la nivelul Uniunii Europene.



Actualitate §i tendini,:e

In luna ianuarie 2012, Comisia
Europeand a propus adoptarea unui pachet
legislativ ce cuprinde urmdtoarele proiecte de acte

normative:

* Proiectul de Regulament al Parlamentului
European si al Consiliului privind protectia
persoanelor fizice fatd de prelucrarea datelor
cu caracter personal si libera circulatie a

acestor date;

* Proiectul de Directivd a Parlamentului
European si a Consiliului privind protectia
persoanelor fizice fatd de prelucrdrile
efectuate de cdtre autoritdtile competente in
scopul prevenirii, cercetdrii, constatdrii sau
urmdririi penale a infractiunilor ori
executdrii pedepselor penale si libera

circulatie a acestor date.

Proiectul de Regulament al Parlamentului
European si al Consiliului European privind
protectia persoanelor fizice fatd de prelucrarea
datelor cu caracter personal si libera circulatie a
acestor date urmeazd sd inlocuiascd Directiva

95/46/EC privind protectia persoanelor fizice in
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ceea ce priveste prelucrarea datelor cu caracter
personal si libera circulatie a acestor date, si va
constitui cadrul general UE in materie, avand

aplicabilitate directd in statele membre.

Prin Regulament se doreste asigurarea
unei aborddri unitare in domeniul protectiei
datelor la nivelul Uniunii Europene. Acesta
intentioneazd sd consolideze principiile de bazdale
protectiei datelor, sd impund obligatii clgre si
uniforme operatorilor de date, sd faciliteze libera
circulatie a datelor cu caracter personal si sd
asigure un cadru legal consolidat pentru o aplicare
uniformd a legislatiei de cdtre autoritdtile
nationale pentru protectia datelor din statele

membre.

Regulile propuse prin intermediul
Regulamentului intentioneazd sd consolideze
drepturile persoanelor vizate si sd
responsabilizeze operatorii de date in ceea ce
priveste modul in care datele cu caracter personal
sunt prelucrate. Rolul si atributiile Autoritdtilor
nationale de supraveghere se intentioneazd sd fie

consolidate.
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Drepturile cetatenilor

< DreptullaInformare

Oferirea de informatii asupra:
- identitdtii operatorului;
- scopului sau scopurilor prelucrdrii;
- destinatarilor datelor cu caracter personal;
- dreptului de acces, de interventie asupra
datelor si dreptului de opozitie, precum si
conditiilor de exercitare a acestor drepturi.

< DreptuldeAcceslaDate

Operatorii trebuie sd asigure persoanelor
vizate, la cerere siin mod gratuit pentru o solicitare
pe an, dreptul de a obtine confirmarea faptului cd
datele care le privesc sunt sau nu sunt prelucrate de
acestia.

< Dreptul de Interventie

Operatorii de date cu caracter personal
trebuie sd asigure persoanelor vizate dreptul de a
cere, in mod gratuit, rectificarea, actualizarea,
blocarea sau stergerea datelor incomplete sau
inexacte.

< Dreptul de Opozitie

Operatorii trebuie sd asigure persoanelor
vizate dreptul de a se opune in orice moment din
motive intemeiate si legitime legate de situatia lor
particulard, ca date care le vizeazd sd facd obiectul
unet prelucrdri, cu exceptia cazurilor in care existd
dispozitii legale contrare.
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< DreptullaPlingere

In vederea apdrdrii drepturilor previzute
de lege persoanele ale cdror date cu caracter
personal fac obiectul unei prelucrdri pot inainta o
plangere cdtre autoritatea de supraveghere, dupd
expirarea unui termen de 15 zile de la inaintarea
unei plangeri cu acelasi continut cdtre operator.

Dacd plangerea e intemeiatd, autoritatea
poate dispune suspendarea, incetarea prelucrdrii
datelor sau stergerea acestora, printr-o decizie

care se comunicd pdrtilor interesate in termen de
30zile.

S Dreptuldeaseadresajustitiei

- fard a se aduce atingere posibilitdtii de a se
adresa cu plangere autoritdtii de supraveghere,
persoanele vizate au dreptul de a se adresa
justitiei pentru apdrarea drepturilor garantate de
prezenta lege, care le-au fost incdlcate.

- orice persoand care a suferit un prejudiciu
in urma unei prelucrdri de date cu caracter
personal, efectuatd ilegal, se poate adresa
instantei competente pentru repararea acestuia.



Activitatea curenta

 p———

ANSPDCP este structuratd in mai multe
compartimente:
plangeri
control
evidentd operatori
juridic sicomunicare
relatii internationale

Oooooaog

Activitatea curentd include formularea
de recomanddri si avize la solicitdrile primite din
partea operatorilor, efectuarea de investigatii din
oficiu sau in urma pldngerilor cetdtenilor,
primirea de notificdri si furnizarea de informatii
dinregistrul de evidentd a prelucrdrilor de date.

In anul 2014 ANSPDCP a primit 1281 de plangeri si sesizdri.

Plangeri si Sesizdri
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Activitatea curenta

F F

Investigatiile efectuate au vizat in principal:

- prelucrarea datelor cu caracter personal in comunicatiile electronice,
- prelucrarea datelor cu caracter personal in sectorul financiar-bancar,
- prelucrarea datelor cu caracter personal prin mijloace de supraveghere video.

In anul 2014 s-a efectuat un numdr aproape dublu de investigatii (449), pe baza plangerilor/sesizdrilor
primite sau din oficiu, fatd de cele efectuate (229) in anul 2013.
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Amenzile aplicate in anul 2014 au crescut cu peste 100% fatd de cele din anul 2013. Astfel in anul 2014 s-a

inregistrat un cuantum total al amenzilor de 282.000 Lei, pe cdnd in anul 2013 s-au aplicat amenzi in cuantum de
134.500 Lei.
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Protectia datelor personale
pe plan european si international

[0 inEuropa

Uniunea Europeand a adoptat “directiva
privind protectia datelor” (Directiva 95 / 46) pe
data de 24 octombrie 1995.

Aceastd directivd stabileste un nivel adecvat de
protectie a datelor in cadrul statelor membre ale
Uniunii Europene care sd asigure circulatia liberd a
datelor personale ininteriorul acestui spatiu .

Tuturor cetdtenilor Uniunii Europene le sunt
recunoscute aceleasi drepturi si beneficiazd de
aceleasi garantii cu privire la protectia datelor
indiferent in ce stat al Uniunii au regedinta.

0 Peplan international

Printre ultimele state care au ratificat
Conventia 108 pentru protejarea persoanelor fatd
de prelucrarea automatizatd a datelor cu caracter
personal se numdrd Rusia, Armenia si Uruguay.

Georgia este unul din ultimele state in care a
fost infiintatd o autoritate nationald de protectia
datelor personale.

www.dataprotection.ro

Toate cele 28 de tdri membre ale Uniunii
Europene au o autoritate independentd de
supraveghere in domeniul protectiei datelor.

Aceste autoritdti se intdlnesc periodic la
Bruxelles pentru a-si armoniza practicile si g
stabili aborddri comune in aplicarea
reglementarilor din domeniul protectiei datelor;

Grupul de Lucru Art 29 - format din
reprezentanti ai autoritdtilor de protectie a
datelor din Uniunea Europeand - adoptd opinii
care sunt inaintate Comisiei Europene si publicd
anual unraport de activitate.

Alte tdri europene care nu sunt membre ale
Uniunii au legi similare in domeniul protectiei
datelor, cumar fi Elvetia si Monaco.

Pe plan mondial, diferite tdri precum
Israel, Brazilia, Australia, Noua Zeelanda,
Argentina sau Coreea de Sud au, de asemenea, o
legislatie corespunzdtoare in domeniul protectiei
datelor cu caracter personal.



The European Data Protection Day

The celebration of the European Data
Protection Day was decided by the Committee of
Ministers to take place on the 28th of January of
eachyear.

This date corresponds to the anniversary
of the adoption in Strashourg of Convention no.
108 on the protection of individuals with regard to
the automated processing of personal data - a
normative act which represents the foundation for
the protection of personal data at European level.

Among the most important regulations
with impact on the personal data protection we
state:

The Universal Declaration of Human
Rights, adopted by the United Nations
Organisation, recognised, since 1948, the right to
privacy, more precisely in Article 12 which states
that “No one shall be subjected to arbitrary
interference with his privacy, family, home or
correspondence, nor to attacks upon his honour
and reputation. Everyone has the right to the
protection of the law against such interference or
attacks”.

The International Covenant on Civil and
Political Rights of the United Nations
Organisation establishes in Article 17 the right of
a person to the protection against any interference
or attacks.

The Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data,

adopted by the Organisation for Economic
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Cooperation and Development contains principles
of good practice in processing personal data.

The European Convention for the
Protection of Human Rights and Fundamental
Freedoms, adopted by the Council of Europe,
establishes that any person has the right to respect
for his private and family life, his home and his
correspondence. There shall be no interference by a
public authority with the exercise of this right
except such as is in accordance with the law and is
necessary in a democratic society in the interests of
national security, public safety or the economic
well-being of the country, for the prevention of
disorder or crime, for the protection of health or
morals, or for the protection of the rights and
freedoms of others. This document is considered to
be an essential for the protection of private life.

Convention 108 for the protection of
individuals with regard to automatic processing of
personal data, adopted by the Council of Europe in
Strashourg, on the 28th of January 1981 is
considered to be a starting point for the regulations
in the data protection field and is based on two
fundamental principles: the liberty for using these
data, as well as the respect for the rights of the
persons to whom the data belong. The Council of
Europe Convention no. 108/1981 defines a series
of main principles universally recognized
concerning the accuracy, correctness and the
finality of the personal data usage which will be

later used in the national regulations in the field,
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establishing, in the same time, standards with
binding character. This European regulation offers
a platform for the multilateral cooperation of the
states that have ratified it, and its provisions and
the ones of the additional Protocols are part of the
national law, having priority towards the domestic
laws on human rights. Since 2012, taking into
consideration the technological and normative
developments, the revision process of this act
started.

Recommendation (83) 10 on the
protection of personal data used for scientific
research and statistics, adopted by the Council of
Europe Committee of Ministers, states that the
respect for private life should be guaranteed in any
research project requiring the use of personal data.

Recommendation (87)15 regulating the
use of personal data in the police sector, adopted by
the Council of Europe Committee of Ministers,
establishes the principles for using the personal
data for police purposes, the necessary exceptions
and their limits, as well as the supervisory power of
the national supervisory authority on data
protection.

Recommendation (89)2 on the protection
of personal data used for employment purposes,
adopted by the Council of Europe Committee of
Ministers, underlines that the private life and the
human dignity of the employees should be
safeguarded in the collection and use of personal

data for employment purposes, bearing in mind
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the importance of informing and consulting the
employees by the employer.

Recommendation (97)5 on the protection
of medical data, adopted by the Council of Europe
Committee of Ministers, provides for rules for the
collection, storage and transmission of medical
data, stating the necessity for guarantying the
right to private life when processing these kind of
data.

Resolution 1165 (1998) on the right to
privacy, adopted by the Parliamentary Assembly
of the Council of Europe, restates the importance of
each person's right to private life, as well as the
right to freedom of expression,.as fundamental
values for a democratic society.

Recommendation (99)5 on the protection
of privacy on the Internet, adopted by the Council
of Europe Committee of Ministers, contains a
series of principles for an adequate processing for
users and Internet service providers.

The Treaty on Functioning of the
European Union, contains dispositions on the
protection of personal data (Article 16 B), stating
that any person has the right to the protection of
personal data and that the observance of the rules
in the data protection field is subject to the control
of an independent authority. Thus, the right to the
protection of personal data is considered a
fundamental right, giving effect to the Charter of
Fundamental Rights of the European Union.
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The Charter of Fundamental Rights of the
European Union gains legal value equal to the one
of the treaties, according to Article 6 (1) of the
Treaty on Functioning of the European Union. The
Charter of Fundamental Rights of the European
Union constitutes the source for recognising the
right to the protection of personal data which is
different for the traditional respect for private and
family life, stated by Article 7 in its chapter
“Liberties”. By the express provisions of Article 8 of
the Charter of Fundamental Rights of the
European Unions, the right to personal data is
outlined as a distinctive and autonomous right and
as effect of adopting the Lishon Treaty it acquires
the statute of a fundamental right at European
Union's level. The supervisory authority of an
independent authority at national level is settled
down by the same regulation.

Directive 95/46/EC on the protection of
individuals with regard to the processing of
personal data and on the free movement of such
datawas adopted by the European Parliament and
the Council on the 24th of October 1995 and
establishes, in an exhaustive manner, the rules for
the use of personal data. This European act states
the basic rules and principles regarding the
collection of personal data only for specific, explicit
and legitimate purposes, regarding the retention of

accurate data only for the period relevant for the
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established purposes. This directive imposes, also,
for every state to set up and to guarantee the
functioning of a national independent supervisory
authority, which investigative powers of the data
controller from the public and private field.

The Convention implementing the
Schengen Agreement of 14th of June 1985 on the
gradual abolition of checks at their common
borders, adopted on the 19th of June 1990, sets up
the conditions for the movement of persons and the
cooperation of authorities within the Schengen
area.

Directive 2002/58/EC concerning the
processing of personal data and the protection of
privacy in the electronic communications sector,
adopted by the European Parliament and the
Council, seeks to respect the rights of natural
persons and the legitimate interests of the legal
persons as electronic communications service
subscribers, as a amendment of the provisions of
Directive 95/46/EC.

Decision 2007/533/JHA on the
establishment, operation and use of the second
generation Schengen Information System (SIS II)
constitutes the legal framework necessary for the
functioning of this system and its provisions
replace, the dispositions of Articles 92-119 of the
Convention implementing the Schengen

Agreement, except for Article 102 A.
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Regulation no. 767/2008 concerning the
Visa Information System (VIS) and the exchange
of data between Member States on short-stay
visas defines the purpose, the functionalities and
the responsibilities for the Visa Information
System, as well as the procedures for the exchange
of visa data between the Member States of the
European Union and the associated states which
apply the common policy in the visa domain.

Council Framework Decision
2008/977/JHA on personal data protection
within police and judicial cooperation in criminal
matters constitutes the regulation whose scope is
limited to the personal data transmitted and
shared between EU member states with the
purpose prevention, investigation, detection or
prosecution of criminal offences or the execution of
criminal penalties.

Directive 2009/136/EC of the European
Parliament and Council amending Directive
2002/22/EC on universal service and users'rights
relating to electronic communications networks
and services, Directive 2002/58/EC concerning
the processing of personal data and the protection
of privacy in the electronic communications sector
and Regulation (EC) No 2006/2004 on
cooperation between national authorities

responsible for the enforcement of consumer
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protection laws, represents the normative act
through which the European Commission finalised
the revision procedure of the European framework
within the field of electronic communications. One
of the Directive's main objectives is to promote the
users' interests by ensuring a high level of
protection of personal data and private life by
ensuring the integrity and security of the electronic
communications networks and services.

Council Decision no. 371/2009/JHA
establishing the European Police Office,
establishes the competencies, tasks and rules that
govern Europol's activity, including the conditions
for processingpersonal data.

Romania's Constitution — article 26
establishes the right to intimate, family and
private life within the fundamental rights and
liberties Chapter, stating that “public authorities
respect and observe the intimate, family and
private life. Natural persons have the right to self
determination, insofar as he/she does not infringe
on others' rights and liberties, public order and
good morals”. Being correlated to the principle of
individual liberties (article 21), the right to private
lifeis analysed, from a constitutional point of view,
with the principle of inviolability of one's home
(article 27) and secrecy of correspondence (article
28).
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Law no. 677/2001 on the protection of
individuals with regard to the processing of
personal data and the free movement of such data,
with the subsequent amendments and
modifications, has regulated at national level, in
strong consonance with the provisions of Directive
95/46/EC, the general and specific rules on the
collection, storage and use of personal data. This
normative act constitutes the core of an extremely
dynamic legal system dedicated to the protection of
private life and, implicitly, to the protection of
personal data.

Law no. 682/2001 on ratifying the
Convention on the protection of individuals with
regard to the automated processing of personal
data, adopted in Strasbourg on 28th January
1981, is also part of this legal system and contains
three declarations relative to the scope established
by article 3 of the Convention. The Romanian
legislator has, thus, tried to extend as well the
scope of Convention 108/1981 to the non-
automated processing of personal data carried out
by associations, foundations or organisations. At
the same time the Convention's scope excluded the
processing of personal data carried out within the
activities of national defence, national security, as
well as the processing of personal data carried out
by individuals exclusively for their personal use, if
the data in question were not destined to be

disclosed.
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The main objective of Law no 506/2004
on the protection of private life within the field of
electronic communications was to establish the
specific conditions applicable to the providers of
public electronic communications networks and
electronic communications services which are
destined to the public, as well as to the providers of
subscribers' registries who process personal data
within their commercial activities.

Law no. 102/2005 on setting up,
organisation and functioning of the National
Supervisory Authority for Personal Data
Processing, with the subsequent modifications and
amendments, established the setting up of an
independent and autonomous data protection
authority, its attributions and means of action. At
the same time, modifications were brought to Law
no. 677/2001, in the sense of including specific
references to the National Supervisory Authority
for Personal Data Processing.

Law no. 238/2009 regulating the
processing of personal data by the structures and
units of the Ministry of Administration and
Interior in the activities of prevention,
investigation and counter crime and maintaining
public order, as republished, established specific
rules on the use of personal data, having as a
starting point Recommendation (87)15 of the
Council of Europe's Committee of Ministers, which

regulates the processing of personal data within
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the police sector, as well as the provisions of the
Council's Framework Decision 2008/977/JHA on
the protection of personal data processed within
police andjudicial cooperationin criminal matters.

Law no. 141/2010 on setting up,
organisation and functioning of the National
Schengen Information System and Romania's
participation to the Schengen Information System.

Law no. 271/2010 on setting up,
organisation and functioning of the national visa
information system and Romania's participation
thevisa information system.

The Civil Code contains a section
dedicated to the respect for private life and human
dignity. Thus, every person is entitled to the
observance of his/her right to private life and no
one may be subjected to any interference within
his/her private, personal or family life, nor to
his/her home, residence or correspondence without
his/her consent. At the same time, as a general
rule, it is provided that any processing of personal

data is carried out only in the cases and under the

www.dataprotection.ro

conditions provided by specific legislation.

Government's Emergency Ordinance no.
13/2012 on modifying and amending Law no.
506/2004 on the protection of private life within
the field of electronic communications, as approved
by Law no. 189/2012, came into being from the
need to transpose the provisions of Directive
2009/136/EC. One of the main points novelty
established by this legislative act is the
establishment of the obligation for all providers of
electronic communications services to notify,
without undue delay, the National Supervisory
Authority for Personal Data Processing of any
security breach within their processing of personal
data.

Following the Treaty of Lishon, the right
tot the protection of personal data was recognised
as a fundamental right of the European Union.the
police sector, as well as the provisions of the
Council's Framework Decision 2008/977/JHA on
the protection of personal data processed within

police and judicial cooperationin criminal matters.



Current state of play and trends

In January 2012 the European
Commission has proposed the adoption of a
legislative package which contains the following
normative acts:

* a Draft Regulation of the European

Parliament and Council on the protection

of individuals with regard to the

processing of personal data and the free
movement of such data;

* a Draft Directive of the European

Parliament and Council on the protection

of individuals with regard to the

processing of personal data carried out by
competent authorities for the purposes of
prevention, investigation, detection or
prosecution of criminal offences or the
execution of criminal penalties, and the

free movement of such data.

The Draft Regulation of the European
Parliament and Council on the protection of
individuals with regard to the processing of

personal data and the free movement of such data
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will replace Directive 95/46/EC on the protection
of individuals with regard to the processing of
personal data and the free movement of such data
and will represent the general EU legal framework
in this field, applicable directly in all member
states.

The Regulation's goal is to achieve a
unitary approach to personal data protection at
EU level. It is intended to consolidate upon the
basic principles of data protection, to impose clear
and uniform obligations for data controllers and
facilitate the free movement of personal data and
ensure a consolidated legal framework with a view
of a uniform enforcement of the legislation by
national data protection authorities within
member states.

The rules proposed by the Regulation are
intended to consolidate the rights of the data
subjects and increase the accountability of data
controllers as regards the way in which personal
data are processed. The role and attributions of
national supervisory authorities are also meant to

be consolidated.



Natural person’s rights

< Rightofinformation
Providinginformation concerning:

O theidentity of the data controller;

O the purpose or the purposes of the data
processing;

O therecipientsof the personal data;

O rightof access, right of intervention upon data
and the right to object, as well as the conditions for
exercising those rights.

< Rightofaccesstodata

The data controllers must ensure that the
data subjects have the right to obtain the
confirmation of the fact that the data concerning
him/her are not processed by the data controller,
upon request and free of charge once a year.

< Rightofintervention

The data controllers must ensure that the
data subjects have the right to ask, upon request
and free of charge, the rectification, updating,
blocking or deletion of incomplete or inaccurate
data.

< Righttoobject

The data controllers must ensure that the
data subjects have the right to object at any
moment, based on justified and legitimate reasons
linked to their particular situation, to a processing
of data regarding them, unless there are contrary
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< Righttoaddressacomplaint

In order to defend the rights set out by the
law, the persons whose personal data are
processed may file in a complaint to the
supervisory authority, after expiring the period of
15 days from submitting a similar complaint to
the data controller.

If the complaint is considered to he
grounded, the supervisory authority may dispose
the suspension, the ending of the data processing
or the deletion of the data, through out a decision
brought to the involved parties' attention within
30days.

< Righttoaddresstoacourtoflaw

» without prejudice to the possibility of
addressing the supervisory authority, the data
subjects have the right to address to a court of law
in defence of any rights, guaranteed by the present
law, that have been infringed.

* any person that has suffered a prejudice as a
consequence of unlawful processing of personal
data may address a competent court of law in
order to obtain compensation for the prejudice

suffered.



The current activity
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The National Supervisory Authority for
Personal Data Processing is structured in the
following departments:
complaints department
investigations department
data controller's evidence department
legal and communication department
international department.

Oooooan

The current activity includes the
followings: issuing recommendations and
approvals at data controllers’ request,
performing investigations at self-notification
or at the reception of complaints from natural
persons, receiving the notifications and giving
information from the register of the personal
dataprocessing evidence.

In 2014 the National Supervisory Authority for Personal Data Processing recieved 1281 complaints.

Complaints
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The current activity

F F

The investigations carried out referred mainly to:

- the processing of personal data within electronic communications
- the processing of personal data within the financial and banking sector,
- the processing of personal data through video-surveillance means.

In 2014 an almost double number of investigations were carried out (449), following the complaints and
notices received or ex-officio, as compared to those carried out in 2013 (229).
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The fines imposed in 2014 rose with almost 100% as compared to those in 2013. Thus, in 2014 the total

amount of the fines imposed was 282.000 Lei, whereas in 2013 the total amount of the fines imposed was
134.500 Lei.
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Data Protection on european

and international level

[0 InEurope

The European Union adopted the “Directive on
the data protection” (Directive 95/46) of 24th
October 1995.

The Directive establishes an adequate level of
data protection in each member state of the
European Union, which ensures a free movement of
personal data between EU borders.

Any citizen of the EU has the same rights and
benefits of the same guarantees regarding personal
dataprotection, regardless the residence state .

[0 Oninternationallevel

Amongthe states that have ratified Convention
108 for the protection of individuals with regard to
automatic processing of personal data we state
Russia, Armenia and Uruguay.

Georgia is one of the last states in which a data
protection authority was set up.
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All 28 Members State of EU have an
independent supervisory authority in the data
protection field.

These authorities meet periodically, in
Brussels, in order to harmonize their practices and
to establish joint approaches concerning the rules
enforcement in the data protection field.

Art. 29 Working Party — composed. of the
representatives of the national data protection
authorities of the EU State Members — adopts
opinions, which are forwarded to the European
Commission, and publishes an annual activity
report.

Other non EU Member States, such as
Switzerland or Monaco, have similar laws in the
data protection field.

Worldwide, countries like Israel, Brazil,
Australia, New Zeeland, Argentina or South
Korea have also suitable legislation regarding
personal data protection.
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